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1 Configuration Steps
There are some steps to do in PVSS and the configuration of the DCOM interface.

1.1 Configuration in PVSS

ETM professional control GmbH

1.1.1 Add an OPC DA server to your project

3 PV¥S5 3.9: Console

kg B &8s 0

[ 3

Froject
IVIOPCiTest

BRI

 Manager —(Process Manitor: Monitoring project)

i Eum=i
|2 OPC DA Server

Manager description

St'l Diesoription |Nn I Options

racess Monitar 1

atabase Manager 0

rchive Manager 0 -num0O
rchive Manager 1 -nuen 1
rchive Manager 2 -num 2
rchive Manager 3 -num 3
rchive Manager 4 -num 4
rchive Manager 5 -num5
vent Manager 0

ontrol Manager 1 -fpvss_scripts.|st

Ll lilz]|neeele

1.1.2 Configure the OPC groups

You only have to add the tags you want to share over OPC to one of the two OPC groups

,LOPCRead / OPCWrite".
Attention: The OPCWrite group is a read/write group. So if you add some tags to the write group
you don’t have to add these tags to the OPCRead group.

As an example we added the Example_DP* datapoints to the OPDRead group.
Attention: After any change of these groups you have to restart the OPC DA server!

Modul Panel Skalersn  Hifs

* - Para_1: Datenpunkt-Parametrierung (System! - OPC_Test; #1)

—Filter-Optionen

I~ Interne Datenpunkte

[ FEEANALOG!
=CEANALOGZ

+-=28B1T_CONDITION
=ECOUNTER_SUB

1-=ECOUNTER |

J=2EDRIVEL

1-==EDRIVEZ

£ xampleDP_BarTrend

£ xampleDP_Bit
Exar

v =L
=8

- =ZELABOR_ANALOG
~CELABOR_COUNTER

-=2EMODE_CMD
~CEMODE_STATE

J=2EPUMP L

1 ==EpUMP2

DP-Filter.

|[colés@mald s +ii|e i £ wFm
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1} PY¥55; DP-group administration (System1 - OPC_Test; #1)
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— Group:

Alerts
L Alerts
— Pararneters
Commands
States

OPCRead

OPCWrite
SplitGet
SplitConnect
ORC_AE

IE]' ¥ Main group P . | Cielste |

Alias-filter . |2

s0p | +dlias | +oPmedter]  sassnier

£

+H5roup | Delete |

Check ... I

3+ p¥ss: DP-group administration (Systeml - OPC_Test;#1)

Close | Help I

— Sroup

OPCRead

DPT/D

»| [ Main aroun Mew | Pelete
{3 Edit group item ... (Systeml - OPC_Test: #1)

— Filterd [~ Type filter
I Internial datapaint types

I(None)

— DR(EFFilter

IExampIeDP_*.’*

DR(E)

| Alias

Systern
System
| |System]
Systerm
Systern
System
System]
Systerm

ExampleDP_bt middle
:ExarmpleDP _bt.min
:ExampleDP_bt.s
ExampleDP_bt time
ExampleDP._bt x1
:ExampleDP_bt.x2
:ExampleDP_bt y1
ExampleDP_bt. y2

+0

Ok

Cancel | Help |

Check ... |

Close | Help |
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1.2 Configuration of DCOM

The communication of the old OPC DA Standard is processed over the Microsoft DCOM interface.
Therefore the PVSS OPC Gateway and the OPC Client hosts have to be configured for the usage
of this interface.

1.2.1 OPC enum Configuration on the OPC DA server und on the OPC DA

client

Please set the following steps both on the OPC server and the OPC client hosts.

1. Select at the level of the operating system Start > Execute.... and enter the program name
"dcomenfg" in the automatically opened dialog in the field "Open". Confirm with OK.

Programs

=y
dcomcnfg.exe ‘ J
LF
e

Administrator

Dincurments

Compuker

Metwark

Control Panel
Admiristrative Tools — *
Help and Support

Rum..

windows Security

,.. Search Everywhers

- Search the Internet

!dcumcnfg| lEJ 0] (] r

2. Now open the “Component Services” at the left side of the window and navigate to DCOM node
over Computer -> My Computer -> DCOM — Configuration.
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omponent Services

. File  Action  Wiew  Window  Help

ETM professional control GmbH

&= 2E e d]

(L1 Console Roat

My Computer

| COM+ Applicatic
| DCOM Config
& wsystemron
& nAccessibility
% Accatore Ol
& acppage.dl
& AcroBroker
& AcralEHelps
£ AcroPOF
2 ActiveSocks
2 ndabe Acrol
2 ap dient Hy
appwiz.cpl
appwiz.cpl
Authenticati
Background
Bitmap Imag.
CMLUALITIL
CMSTPLUA
COM+ Even
ComEvents,
ComEvents,
COpenCont
CTapiLlualib
CustReq Cle

5 Defrag FAT &
1] I E

HEHHAHEFHEHOAAHEHEEEEHEEBBH]

SHBNBESNENENEN NN s NSNS

Computers

Actions

Component Services

More Actions

3. Search in the list of the DCOM Configuration for the ,OPC enum® node and open the proporties

window with right click on the node. On the "General" tab, select the entry "NONE" for the

authentication level.

B MMYDS

@ ocoffice

B OlrfoP11
cEnum
& Oracle Co
otkloadr

B NMUPRPBrowser
# MokiaM3Server

® QCRSYR 11,0 Object J
&y Office Communicator Mes:

Wiew

Mew Window From Here

Qutlook ¥
Qutlook G

Crverlay

of

|Opens the properties dialog box For the current selection.
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General iLocatlom' Secuntyl Endnomtsi Identltyl
[~ General properties of thiz DCOM spplication
Application Mame: OpcEnum
Application 10 {134BED44-4821-11D 2-4434-3CE306C1 0000}
Application Type: Local Server

Authentication Level

Local Path:

Learn more about setting these propesties

OK l Cancel J Al |

4. On the ,Location” tab check the check box “Run application on this computer”

General  Location |Sacurity] Endpoinlsi Idenlityi

The following ssttings allove DCOM to locate the comect computer for this
application, [f pou make mare than one zelection, then DCOM uses the first
applicable one, Client applications may overide pour selections,

™ Bun application on the computer where the data 1z located !

™ Run application on this computer.

T Run application on the follawing compter:

Learn more about setiing these properties.

ok | cacel | s J

5. On the ,Security” tab set for ,Launch and Activation Permissions”, “Access Permissions” and
“Configuration permissions” the option ,Customize®.
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"General | Location  Security |Endpuints| Identilyi

~ Launch and Activation Permissions

£ Use Default

© Customize Ed

Access Permissions

 Usge Default

* Customize Edit

 Configuration Permizsionz

" Use Default

& Customize Edit..

Learn mare about seting these properties.

OK. I Cancel | Spply |

6. Afterwards klick for the option ,Launch and Activation Permissions” the button edit. In the new
opened dialog click on the button ,Add” -> Advanced -> Find now. Select the users "Everyone”,
Interactive”, "Network”, "System”. Check that all accounts have "full control” permissions. Click OK.

Launch and Activation Permission .2}
Security |

Group or Liger names;

!ﬁ Administrators (4T PC44DChudministrators)

ﬂi Everyone
€7 INTERACTIVE
€7 NETWORK
€7 SvSTEM
Add.. Remove |
Permizzions far METZWERK Allaw Cieny

Local Launch
Remate Launch
Local Activation

HEEAE
oooo

Remate Activation

Learn sbout access control and permissions

oK I Cancel i

Select Users, Computers, or Groups [ 7] =]

Select this object type,

IUSelS, Graups, or Builkin sscurty pincipals Object Types...

Frorn this lacation:

[etrrag com Locations...

Enter the object names to select [exkamples):

( Ehieck Names

G D

A
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Select Users, Computers, or Groups
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(=]
Select this abject lupe:
IUsels, Groups, of Buil-in securiy principalk Dbiect Types
Frorn this location
Ielm ag.com Locations
Commen Dueries |
Hame: [Starts with 7| I Columns
—
e T | G D
Stop
s e st ngor v >
Ok Cancel
Search results
N [ InFolder 1 |
€8 Network Confi.. ATPC44DC
€5 Oifer Femate .. ATPCHDC
€Foia dbs ATPC44DC
L A

Launch and Activation Permission

Security |

Group or user names:

ﬁAdministrators [ATPC44D Chdministrators)
ﬁ Everpone
€7 INTERACTIVE
€5 NETWORK.
£33 5YSTEM

Add... | Bemove |

Parmissions for NETZWERK m Deny
Local Launch O
Remaote Launch O
Local &ctivation O
Remote Activation O
Leam about sccess control and permission;
oK I Cancel |

7. Proceed as in point 6 also for Access Permissions” and “Configuration permissions”.

8. On the ,|dentity” tab choose the option ,The interactive user®. If the OPC enum runs as service,
this option is not selectable. In that case please select the option “system account (services only)”
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.Genarall Ln:atinn] Gecuntyl Endpoints  Identity

Which uzer aceount da pou want to use to'in this application?

" The Jaunching user

" This user

Learn more about setting these properties.

'TI Cancel Apply
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1.2.2 DCOM settings for the PVSS OPC DA Server

The following Steps must only be done on the OPC DA Server host.

1. Select at the level of the operating system Start > Execute.... and enter the program name
"dcomcenfg" in the automatically opened dialog in the field "Open". Confirm with OK.

Programs pra—,

[ deomenfy. sxe ‘ J

Administrator

Documents

Computer

Metwork:

Control Pansl
Administrative Tools (4
Help and Support

Rur.

windaws Security

7 search Everyahers

' Search the Internet

|dcomang| &3 0] a *

2. Now open the “Component Services” at the left side of the window and navigate to DCOM node
over Computer -> My Computer -> DCOM — Configuration.

omponent Service _ |01 %
% Bl Achon Yiew Window Help |_ 8] 4
&5 |2nEdl=ENE
(&8 Console Roat = 5 »l Actions
= Component Setvices e
Computers Complters
=] (A My Computer More Ackions L
[¥ || COM+ Applicaticd
[ || DCOM Canfig
& g “systemror
IR SR T

3. Search in the list of the DCOM Configuration for the ,PVSS Il OPC Server® node and open the
proporties window with right click on the node. On the "General" tab, select the entry "NONE" for
the authentication level.

17> Component Services

@ Fle  Action  View Window Help
\c: 5 B@ElXxEE | @E

[+-&% perfiCrcPerfMontigr JB| evss opc server ©

FPT ¥mizBin Converter
FrintFilterPipelinesve
PSS I OPC ARE Server

PSS IIOPC Server  View 4
PVSSOleDbExe Mew Window From Here
QTREFMOMEDESCID e ——
QTUIPanelControl

QuickTimePlayerSvr
% RDSesshior
M BMSHAck
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General | Locationl Sacurityl Emdpnintsi Identityi
i~ General properties of thiz DCOM application

Application Name: PSS 11 OPC Server
Application 10: 1134860 44-4821-11D2-4434-3CB306C1 0000}

Application Type: Local Server

Authentication Level

Local Path:

Leam mare about setting these properties.

K I Cancel | Lol |

4. On the ,Location” tab check the check box “Run application on this computer®

General  Location |Sacurity] Endpoinlsi Idenlityi

The following ssttings allove DCOM to locate the comect computer for this
application, [f pou make mare than one zelection, then DCOM uses the first
applicable one, Client applications may overide pour selections,

™ Bun application on the computer where the data 1z located !

™ Run application on this computer.

T Run application on the follawing compter:

Learn more about setiing these properties.

ok | cancel | sep |

5. On the ,Security” tab set for ,Launch and Activation Permissions”, “Access Permissions” and
“Configuration permissions” the option ,Customize®“.
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"General | Location  Security |Endpuints| Identily!

~ Launch and Activation Permissions

£ Use Default

© Customize Ed

Access Permissions

 Usge Default

* Customize Edit

 Configuration Permizsionz

" Use Default

& Customize Edit..

Learn mare about seting these properties.

OK. I Cancel | Spply |

6. Afterwards klick for the option ,Launch and Activation Permissions” the button edit. In the new
opened dialog click on the button ,Add” -> Advanced -> Find now. Select the users "Everyone”,
Interactive”, "Network”, "System”. Check that all accounts have "full control” permissions EXCEPT
the “Remotestart” permission, because the PVSS OPC DA Server must be started and stopped by
the OPC Gateway project and shall not be managed by the OPC clients.

Launch and Activation Permission H
Security I

Group or user names:

m Administrators (4T PC440 Chadministratons)

!ﬁ Everyone
€7 INTERACTIVE
€7 NETWORK
€7 SvSTEM
(AQT ]} Bemove |
Permizzions for METZWERK Allowy Deny

Local Launch
Remate Launch
Local Activation

pEOd
oooo

Remate Activation

Leam about access control and permissions

oK I Cancel

2%
Obiekttyp:
IEer\utzel, Gruppen oder Integristts Sicherhsitsprinzinale Dbiektppen...
Suchpad:
IATPEMDE Flade..
Geben Sie die zu verwendenden Objekinamen ein [Beispiele):
I amen Uiberpriifen
T o] stbrechen |
= A
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Select Users, Computers, or Groups [ ]
Select this abject type:
IUsels, Groups, of Buil-in securiy principalk Dbiect Types
From this lacatian
Ielm ag.com Locations
Commen Dueries |
Hame: [Starts with 7| I Columns
—
s el G D
Stop
s e st ngor v >
oK. Cancel
Search resuils

| M,

»

[ inFolder 1

€8 Network Confi.. ATPC44DC
€5 Oifer Femate .. ATPCHDC
€Foia dbs ATPC44DC
T

Launch and Activation Permission

Security |

Group or user names:

@ Administratars [ATPC440ChAdministrators)

ﬁ Everpone
€7 INTERACTIVE
€7 NETWORK
€7 5vSTEM
Add.. Bemove
Permissions for NETZWERE. Bllos Deny

Local Launch
Femate Launch

Local Activation
Remate Activation

ooono

Leam about sccess control and permissions

7. Proceed as in point 6 also for Access Permissions” and “Configuration permissions”, but give all
selected users “full control” permission.

8. On the ,|dentity” tab choose the option ,The interactive user®. If the OPC gateway project runs as
service, please select the option “The launching user”.
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.Genarall Ln:atinn] Gecuntyl Endpoints  Identity

Which uzer aceount da pou want to use to'in this application?

" The Jaunching user

" This user

Learn more about setting these properties.

0K I Cancel | Apply |

PY¥5S II OPC Server Properties
.Genela\l Lacationi Security' Endpoints  [dentity I

‘w'hich uger account do you want to use to un this application?

7 Theinteractive user

£ This user
Uzer
Pasawoid
Corfirmypasswind

£ The sist

accout [serices ol

Leam more-about sefting these properties.

aK I Cancel | Lpply I

1.3 Locking the system against unauthorized access

The PVSS OPC gateway should be locked against unauthorized access. An unauthorized user
must not have access to the PVSS project files or PVS project processes. This can be fulfilled
through registration and starting the PVSS OPC gateway project as service. As a result the project

is automatically stared, if the computer starts up, but a user has no access to PVSS as long as he
can’t authorize himself at the windows login.
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1.4 OPC Client
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As an example we used the Matrikon OPC Explorer.

1.4.1 Connect to the OPC Server “PVSS.OPC.1” on the target host

Fle Seryar Groip it Visw) Help

SR s a e dae e s

Network Neighborhood

=g Loralhost "EITSTZ21"
O FY55.0PC.1
=4 Hebwork Neighborhood

-5 WATRCABLC
i \EIZKE152
- -3 WEIZKB153
E- i ERACION

4 WEIRACI0Z
E- i ERACZOL
B4 WERACZOZ
i VEISZK120
i \EISZK1Z1
g VEISZKISS
g VEISZK160
g VEISZK161
g YEISUXO39
g YEISUXO40
g YEISUXOE0
g YEISUXO7E
g YEISUXO0

L SVETSLIRL

Server Info

EvEMatriknnDPC Explorer - [Untitled*]

File Server Group Item Wiew Help

SEAR | od N I b @ o

Bl ® MatrikonOPC

Connecting to an OPC Server

S Mot
]|
€ [locahost

“Server

The comba bo below containg & list of DPC
Servers thet are currently browsed

o

* |Pvss.opc |

Group Info

with A&E functionality
’

PYSS.0PC 1

=+ Localhost "WETTSTZ21"
B PYSS.0PC.1

Metwork Neighborhood
Other Network Computers
B EITSTZ22

-1 __noooooo1

@ Matrikon0OPC

T R e Funwted OFC InkerFaces:

Add ikems to selected OPC Server

DA b &l " ERSED ¢

Server: PV55.0PC. 1 $9 OpP

Connected:; Yes; on EITST222

State: Running

Groups: 1

Total Items: 4

Current Local Tine: 01,15.2012 1;13:47 830 PN 2
Update Local Time: 01.15.2012 1:09:14 564 PM P = -
Bandwidth Usage: 0 Ua a & e

Server Info

Server: PY55.0PC. 1

Connected: Yes; on EITST222

State: Rurning

Groups: 1

Total Items: 4

Current Local Time: 01, 16,2012 1:13:47.830 FM
Update Local Time: 01,16.2012 1:00:14.564 PM
Bandwidth Usage: 0

Group Info

o
-
-
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1.4.2 Browse through the items

MatrilkonOPC Explorer {_ 00000001) E
File Edit Yiew EBrowse
¥ hE X Ep et

Tag Entry | Tags to bie added:

[LETE Ao | @,
Data Type: [EmpeyiDefault | ¥ Create Active b
Access Path: B

Filker: Data Type Filter: |ErptyiDefaul -l

[~ wrike Becess- [~ Read Access. [ Branches [ Items

Available Tkems in Server PYSS.OPC 1Y

s Awailable Tags | A
s PYSS_I1.ExampleDP_alertHdl1.
WEPYSS_I1.ExampleDP_alertHd2.

s PYSS 1. ExampleDP_srgl,

WEPYSS_IT ExampleDP_Argz,

B PYSS_I1.ExampleDP_BarTrend.max |
s P55 I1.ExampleDP_BarTrend.meter

WEPYSS_I1 ExampleDP_BarTrend.middle
WEPYSS_I1.ExampleDP_BarTrend.min

s PYSS_I1.ExampleDP_BarTrend.s

s PYS5_I1,ExampleDP_BarTrend.time

W& PYSS_IT.ExampleDP_BarTrend.x1
WiEsPYSS_I1,ExampleDP_BarTrend.x2

s PY55_ 11, ExampleDP_BarTrend.y1
@EPYSS_I1.ExampleDP_BarTrend.yz

@8 PYS5_I1,ExampleDP_bt.max =l

of: Cancel
| l_ I_

i

1.4.3 Observe the tags

F\ % MatrikonOPC Explorer - [Untitled*] [_ 0]
Eile Serwer Group Item Miew Help

SEDAD e sy alHe|das o

[ _pooooon; (Contents of *_00000DOL
i Localhost WETST221 Ttem ID [ a... | vae [ Qualie [ Timestamp | Status
B PYS5.OPC, 1 @8 P55 _IT. ExamplsDP_arg2. 50 Good, non... 01.16.201...  Active
& Network Neighborhood 65 PYSS 1T ExampleDP_lertHdl1, False Good, non... D1.16.201... Active

% Other Metwork Computers s PS55I, ExcamplaDF_AlertHdlz, False Good, mom, 016,201, Ackive

B EITST222 e PYSS_ITExampleDP_Argl. 4 Good, non...  01.16.201...  Active
t_ PWS5.0PC, 1

Server Infio Group Info

Get reliable connections with

MatrikonOPC ’“"‘

Server: PY55.0PC 1

Connected: Yes, on EITST222 - R onnected {Async I;0): Yes (z.0)
State: Running B 5 i Building

Groups: 1 B 4 e - |

Total Ttems: 4 5 W nnectivity Suite tern:

Current Local Time: 01.16.2012 1:1!
Update Local Time: 01,16,2012 1:09:14.564 FM
Bandwidth Usage 0

4
. Current Update Rate: 1000 ms

Percent Deadband: 0,00%
|
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